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Copyright Notice  

All rights reserved. This product and related documentation are protected by copyright and distributed under 

licensing restricting their use, copying, distribution, and reverse engineering. No part of this product or 

related documentation may be reproduced in any form or by any means without prior written authorization 

of Odyssey Consultants LTD. 

While every precaution has been taken in the preparation of this document, Odyssey Consultants LTD 

assumes no responsibility for errors or omissions. This publication and features described herein are subject 

to change without notice. 

Trademarks 

Refer to the Copyright page http://www.clearskiessa.com/copyright for a list of our trademarks. 

Feedback 

Odyssey Consultants is engaged in a continuous effort to improve its documentation. Please help us by 

sending your comments to erratum@clearskiessa.com 
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Overview  

This version release of ClearSkies™ Threat Detection, Investigation and Response (TDIR) includes features 
and enhancements that empower organizations and MSSPs of any size, in any industry, to effectively 
anticipate, respond, swiftly recover and adapt to the emerging threats and vulnerabilities of a dynamically 
evolving and expanding threat landscape. 
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What’s New in v6.7.1 

Several new features, functionality enhancements, and bug fixes are introduced in ClearSkies™ TDIR platform 

version 6.7.1, including: 

➢ Silent Threat Surveillance: This integration of advanced Threat Intelligence capabilities into 

ClearSkies TDIR platform, provides extensive surveillance of adversary actions including leaked data, 

attack campaigns, underground forums, the Dark Web, social media, new malware strains, zero-day 

vulnerabilities, and exploit kits, all directly related to your organization's cyber threat exposure. 

➢ Alibaba Cloud: ClearSkies™ iCollector™ is now available on Alibaba Cloud, enhancing its deployment 

options by leveraging Alibaba's robust cloud infrastructure. This integration allows organizations to 

implement ClearSkies™ SIEM and add on products in a scalable, cloud-based environment. The 

ClearSkies™ iCollector™ serves as a data-forwarding appliance that collects, archives, normalizes, 

masks, correlates, and intelligently analyzes log and event data from various sources. This process 

enhances threat detection and response capabilities through advanced machine learning and 

artificial intelligence. 

➢ Expanded Log Integration with the support of:  

o Microsoft Security Graph v2 

 

 

 

Important Notes 

No special considerations applicable for this version. 
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New Features 

➢ Silent Threat Surveillance:  
o Integrates advanced cyber intelligence capabilities to monitor and analyze potential threats 

from various sources, enhancing threat detection and response. 
➢ Deploying iCollector on Alibaba Cloud: 

o Enables iCollector to be deployed on Alibaba Cloud, providing enhanced scalability, 
security, and integration with Alibaba Cloud services for improved data collection and 
analysis. 
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Marketplace New Integrations  

 

➢ Microsoft Security Graph v2: Enhance visibility and insights, automate incident response, centralize 

security management and finally ensure seamless integration with Microsoft security solutions. 

 

Bug fixes 

➢ Fixed active Defense issue when applying changes on the portal. 

➢ Fixed missing counter on charts in Application Analysis. 

➢ Fixed export issue on the "To" column in Active Directory Timeline grid. 

➢ Fixed issue in the Overview module not showing all projects. 

➢ Resolved report issue while Getting ReportData. 

➢ Fixed PortalData errors. 

➢ Fixed unexpected character error in Reports PortalData schedule task. 

➢ YARA Endpoint Detection Categories missing core values. 

➢ Fixed YARA Endpoint Detection Categories missing core values. 

➢ Increased report generation timeout for PortalData reports. 

➢ Fixed infinite loading screen issue in MSSP - Asset/Marketplace module. 

➢ Fixed issue with saving changes on Yara Packages with filter in Yara module. 

➢ Fixed issue with adding group of values in Alert Filtering. 

➢ Resolved issue with retrieving PortalData categories in Module Report Creation. 

➢ Removed the language dropdown from the login screen. 

➢ Fixed issue with the change language button not being clickable. 
 

 

 

Important Note:  This release brings substantial performance, usability and effectiveness capabilities with 

the introduction of new vendor/product integrations.  

Thank you for your continued support, insights and valuable feedback.  
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Appendix A: New Supported Vendor/Products 

 

Vendor Product Product Category  
Product 
Version 5 

Log Collection 
Method 

Microsoft Security Graph Audit v2 API 
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